
What Is It?

Posture Monitor has been developed by our internal IT Assurance and Security (ISAS) 
team to routinely check the status of externally facing network devices.  The service is 
currently available to watch Internet facing devices and services only.  However an N3 
based solution is expected in mid-2016.

Features:

 Routinely reviews your externally facing devices and services for changes and 
gives you a 'hackers eye' view.

 Receive our opinion regarding the appropriateness of externally facing services 
you are operating (e.g. telnet open to the internet is never clever!).

 Reports upon SSL / TLS encryption protocols and cipher suites enabled on your
services and highlights those we consider weak or medium in strength.

 Notifies designated contact email addresses in the event that security posture 
decreases, new devices or services are identified.

 Specify whether you wish to receive periodic posture reports by email 
irrespective of device and service changes.

 Data is held within a secure environment which is not accessible via the 
Internet.  

Benefits:

 View your network as an external hacker / threat actor would.
 Highly cost effective proactive monitoring of your organisation's externally facing

security posture.
 React in a timely manner to unexpected changes in your externally facing 

security posture.
 Free up your internal staff and resources.
 Benefit from our independent expertise in IT security consultancy.
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Pricing

The service operates on a graduating costing table, prices per month depend upon the
number of live* IPs included within scope and frequency of testing.  The most basic 
offering of the service may be free (depending upon availability) to fellow NHS 
organisations.

Free Service

This service can be provided free of charge to NHS organisations when monitoring 
less than 6 IPs on a monthly basis.  Pricing details for larger numbers of IP addresses 
or and more frequent monitoring are available upon request.  Note: There is limited 
availability for the free service.  We reserve the right to cancel the free aspect of the 
service to any organisation at any time.

Contact Us

Please feel free to contact us for an informal chat regarding Posture Monitor.  
Remember that we're not salesmen and we won't badger you!

Gary.Colman@nhs.net

www.nhs  informationsecurity  and  assurance  .co.uk
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